
The Cloud Series 
in association with

IMPACT
STUDY

A FINEXTRA RESEARCH IMPACT STUDY

In association with:
Calypso  
Technology

AUTOMATION, RESILIENCY AND AGILITY:  
KEY DRIVERS OF CLOUD ADOPTION AND STRATEGY

DECEMBER 2020



Contents

01   |   Introduction: Shifting to mission-critical workloads

02   |   Cost optimisation by sizing

03   |   Agility and automation

04   |   Key concerns and strategies to overcome them

05   |   Outcomes for capital markets firms

06   |   About

03

06

08

12

14

16



3

 |   AUTOMATION, RESILIENCY AND AGILITY: KEY DRIVERS OF CLOUD ADOPTION AND STRATEGY

Cloud adoption for financial services firms has been on the rise over the past few 
years - a trend that has been further bolstered by the wave of digitisation brought 
on by the global pandemic.

A survey of financial services firms’ cloud attitudes conducted by bobsguide 
in 2020 revealed that nearly 83% of participants were already working on the 
cloud, with 50% expanding their use and the rest of the respondents having 
already completed their cloud migration. 

Financial institutions in the global capital markets space are facing unprecedented 
regulatory scrutiny, IT rationalisation, and cost pressures while still having 
to deliver value to their clients, which has shifted the spotlight on cloud from 
innovative or experimental initiatives to mission-critical workloads that can be 
made leaner and less expensive to maintain.

While cloud has become a common mode of delivery for innovative capital 
markets firms, recent financial pressure, global macro-economic uncertainty 
and the need to respond to regulatory change has led to cloud adoption and 
migration being integrated and considered a crucial part of a financial institution’s 
business strategy in optimising mission-critical workloads with cloud technology. 

In this impact study, we discuss the key drivers of cloud adoption, as well as 
strategies that ensure successful outcomes for customers who want to make the 
move to cloud.

Introduction:  
Shifting to mission-critical workloads

A survey of financial services firms’ 
cloud attitudes conducted by bobsguide 
in 2020 revealed that nearly 83% of 
participants were already working on 
the cloud, with 50% expanding their use 
and the rest of the respondents having 
already completed their cloud migration. 

https://www2.calypso.com/Insights/In-The-News/Cloud-in-Capital-Markets-Calypso-Bobsguide-Survey-Results
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INVESTING IN CLOUD

Technical strategy must be aligned with business strategy to ensure that processes 
are running smoothly and financial services firms can effectively manage their 
business in the face of increasing market volatility. 

Today, economic uncertainty has accelerated the move to cloud and financial leaders 
must tap into the opportunity to improve trading risk management and post-trade 
processing. Not surprisingly, the survey found that close to 90% of participants 
have said that the pandemic is causing them to be more likely to invest in moving 
to the cloud, with nearly half of respondents saying that this investment is already 
underway. After all, resiliency and protection from maintenance issues or outages 
are top priorities when it comes to financial services customers.

The definition of ‘investing in cloud’ has shifted: when migrating to cloud, financial 
institutions are investing in technical upgrades and enhanced processes but are also 
investing to increase their business agility and are training staff so they can evolve 
with market developments. 

This shift in the motivation and method of cloud adoption is visible from the types 
of workloads that are supported on cloud today. Trading and risk applications, as 
well as back office, represent more than half of the workloads of financial services 
cloud adopters, with reporting and other workloads following close behind as 
key applications in the cloud. These are not experimental side projects in dev 
environments, but core functionalities that are crucial for the day-to-day business of 
financial services customers.

Once capital markets firms have migrated, the cloud’s agility allows teams to focus 
on business goals, respond to regulatory change and mitigate vulnerabilities at a 
faster rate, rather than losing valuable time managing IT infrastructure.
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AGILITY IS KEY

While becoming more agile is not a change that can be made overnight, the combination, 
of microservices, REST APIs and Kubernetes on a SaaS based interface means that 
providers like Calypso are able to continuously help capital markets firms develop their 
technology stack and modernise not just point solutions, but full business functionality. 

Prior to cloud deployment, deployment of enterprise solutions were bespoke 
implementations that varied due to the unique technology infrastructures found at 
financial services firms. Cloud infrastructure on AWS allows the standardisation and 
the dynamic scalability of technology infrastructure. AWS automation is of paramount 
importance to a clear cloud strategy and in turn, a successful business that anticipates 
customer demand. 

Alongside this, automating full deployment of the tech stack from top to bottom 
guarantees resilience on cloud and each customer is highly unique within their data 
centre. AWS allows a more uniform infrastructure backplane that allows for increased 
automation, speed, and efficiency—and therefore greater agility. This, in turn, allows 
capital markets firms to reallocate resources to higher value-added tasks, instead of 
infrastructure, making them more responsive to market and customer needs.

As an early adopter of cloud in the financial services, Calypso started shifting workloads 
to the cloud over a decade ago in anticipation of customer demand. Further, a 
collaboration with cloud providers such as AWS and technology firms such as Calypso 
is necessary to leverage the full-functionality, mission critical platforms that they are 
providing. Calypso is leveraging AWS infrastructure and automation tooling such as 
AWS CloudFormation to fully automate the deployment of Calypso, and its associated 
infrastructure, within a DevOps pipeline.

What are the key drivers of cloud adoption?
• Cost optimisation by sizing, according to need
• Agility and automation: speed up cloud provisioning with infrastructure as code
• Resiliency, adaptability and scalability

What are the key drivers of cloud adoption? 

• Cost optimisation by sizing, 
according to need  

• Agility and automation:  
speed up cloud provisioning with 
infrastructure as code 
 

• Resiliency, adaptability  
and scalability
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In recent years -– cloud adoption has progressed beyond experimentation, 
development and testing, which in turn has led to a surge in migration to cloud 
services in the financial sector. 

Cloud strategy executives often cite cost optimisation as one of the prominent 
reasons why cloud enables the delivery of critical workloads in the most efficient 
manner. In terms of making the decision to move off-premise to the cloud, when 
working with cloud service providers, technology vendors now realise that 
financial institutions are able to reap the benefits of trading capital expense for 
variable expense, and only pay for IT as they consume it. 

The savings in maintaining infrastructure by running a more efficient end-to-
end business that are enjoyed by technology vendors also have a silver lining for 
capital markets firms: they too only pay for what they consume and do not have 
to provision for large workloads because the cloud allows them to scale up and 
down as their demand changes. 

CLOUD ADOPTION AND DECISION-MAKING

A key driver behind cloud adoption is more efficient use of license and services 
spend, with some capital markets firms tapping into this opportunity after 
realising that the cost of replatforming to cloud is much lower than migrating 
applications that are unable to adapt. 

For smaller companies, this is advantageous and results in a healthy return on 
investment as cloud computing allows organisations to reduce cost through 
server consolidation.

Cost optimisation by sizing
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In addition to replatforming, rehosting – or popularly known as ‘lift and shift’, 
where firms with a large legacy infrastructure are looking to quickly complete 
cloud migration – is also a cheaper option than on-premise.

Today, technology providers invest heavily to ensure staff are trained on cloud 
principles, building cloud optimised applications and migrating to agile processes. 
They also offer database migration services or server migration services to 
smooth out this cost-efficient process, ensuring that future optimisation and 
modernisation can be undertaken with full-scale refactoring, using cloud-native 
principles. 

Financial institutions can gain agility and cost optimisation with cloud-based 
solutions as they promise continual innovation. Additionally, database migration 
services have the benefit of tackling data redundancy and ensuring resiliency. 

Therefore today, financial firms must harness the power of data and smart 
automation to lower cost, deliver high-quality data and gain sharper insight, but at 
the same time, only paying for what is used.
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Aligning technical strategy with business strategy is imperative, but not an easy task.

When financial institutions launch business initiatives that require new applications, 
software feature development and technology procurement, legacy infrastructure is 
not flexible enough to keep pace with the extensive work that needs to take place to 
implement these changes.  

INFRASTRUCTURE AS A CODE

While the cloud can be a supporting force when time to market needs to be decreased 
and costs need to be reduced, capital markets firms must go one step further and use 
Infrastructure as a Code (IaC) as a catalyst to improve deployment speeds and mitigate 
demand on IT infrastructure, while at the same time, increasing current capacity. 

Infrastructure as a Code allows firms to:
• program infrastructures as code that can be loaded or executed without  

further processing
• change, copy and delete the code at any time
• apply DevOps practices to automation scripts to eradicate errors
• write code to manage configurations
• automate infrastructure provisioning and deployments
• speed up cloud provisioning  

Infrastructure as a Code leverages code to cut back on the manual processes usually 
involved in deploying new applications, in an attempt to allow enterprises to create 
different environments for complex capital markets projects that require multiple, 
virtual private clouds, compute instances and storage. It also improves security as 
version changes are recorded in an audit trail. AWS CloudFormation speeds up cloud 
provisioning with Infrastructure as a Code. 

Agility and automation
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AWS CLOUDFORMATION

While cost savings are easy to quantify, the less obvious but equally critical reason 
why cloud makes sense for capital markets firms is the agility brought on by 
migrating to the cloud.

AWS CloudFormation can support quick provisioning of resources required 
by capital markets firms by programming infrastructure as code, which can be 
managed across multiple accounts and regions. 

This gives financial institutions an easy way to model a collection of related AWS 
and third-party resources, provision them quickly and consistently, and manage 
them throughout their lifecycles, by treating infrastructure as code. This allows 
financial institutions to benefit of automation as a packaged product, which has 
benefits in terms of speed and efficiency.

With the ability of configuring dependencies as a stack, an AWS CloudFormation 
template can also be used to update the entire stack as a single unit, as often as is 
needed, instead of managing resources individually. This enables more efficient 
platform updates in response to technical and business needs including security 
and regulatory updates - such as the LIBOR replacement efforts (London Inter-
Bank Offered Rate).

SELF-HEALING INFRASTRUCTURE

It is also evident that the financial services industry has had to endure a crash 
course in digitalisation as a result of the pandemic, but this will be beneficial in the 
long run. 

The demand for digital services will grow and with it, the adoption of and 
migration to the cloud predicts that while IT spending is expected to contract by 
8% in the next year, public cloud services are expected to grow by almost 20%. 

While cost savings are easy to quantify, 
the less obvious but equally critical reason 
why cloud makes sense for capital markets 
firms is the agility brought on by migrating 
to the cloud.

The demand for digital services will grow 
and with it, the adoption of and migration 
to the cloud predicts that while IT spending 
is expected to contract by 8% in the next 
year, public cloud services are expected to 
grow by almost 20%. 

https://www.gartner.com/en/newsroom/press-releases/2020-05-13-gartner-says-global-it-spending-to-decline-8-percent-in-2020-due-to-impact-of-covid19
https://www.gartner.com/en/newsroom/press-releases/2020-05-13-gartner-says-global-it-spending-to-decline-8-percent-in-2020-due-to-impact-of-covid19


10

 |   AUTOMATION, RESILIENCY AND AGILITY: KEY DRIVERS OF CLOUD ADOPTION AND STRATEGY

BEHIND THE SCENES: RESILIENCY AND SECURITY

The impact of data centre outages cannot be underestimated, especially amid 
economic uncertainty and the resulting volatility. Therefore, maintenance and 
monitoring of the data centres is crucial to keep both hardware and software 
running efficiently in order to avoid disruption and improve data centre resilience. 
This all happens behind the scenes. 

As mentioned above, data centre environments require skilled staff to ensure 
24/7/365 availability and resiliency, but for many organisations, sourcing a 
technology partner to handle critical operations challenges is the best option and 
will make for a seamless customer experience. 

AWS uses the concept of Regions - a physical location where they cluster data 
centres in what is called an Availability Zone (AZ). Each AWS Region consists of 
multiple, isolated AZs within a geographic area and unlike other cloud providers, 
who often define a region as a single data centre, the multiple AZ design of every 
AWS Region offers financial institutions the benefit of independent power, cooling, 
and physical security and is connected via redundant, ultra-low-latency networks. 

Capital markets firms that are also focused on high availability can design 
applications to run in multiple AZs to achieve greater fault-tolerance, scalability and 
meet the highest levels of security, compliance, and data protection. If one AZ fails, 
others are also available with no interruption of service. 

Self-healing capabilities include supporting the health introspection APIs and 
restart features of orchestration solutions, as well as leveraging well-defined 
infrastructure, allowing best practices deployment of Calypso components - 
through AWS CloudFormation templates.
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CONTAINERISATION THROUGH KUBERNETES 

Financial firms host their applications on the cloud because of the reduced cost, 
increased resilience and improved DevOps agility. The best way of achieving 
these objectives for an application that is not currently serverless is through 
containerisation in the cloud with Kubernetes. 

By leveraging the cluster data centres across multiple AZs, organisations can cut 
costs, increase uptime and fault tolerance while also hosting the environments that 
their skilled teams require. Deploying to a common base and not individual data 
centres with customised configurations also reduces risk and complexity. 

With AWS, firms benefit from a data centre and network architecture that is built 
to meet the requirements of security-intensive organisations, ensuring the security 
of the cloud with Amazon Elastic Kubernetes Service (Amazon EKS) or Amazon 
Virtual Private Cloud (Amazon VPC).
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There is a critical mass of financial services institutions that have migrated or are 
migrating to the cloud, but what is stopping the 17.3% capital markets firms who 
are not ready for it? 

Here are the most common concerns that firms have had and ways that these 
challenges can be overcome based on customer success stories:
 
•  Time to completion - not an overnight journey
•  Cybersecurity 
•  Establishing trust in your cloud provider 
•  Upskilling labour force

One fail-proof way to overcome concerns around cloud migration is to ensure executive 
sponsorship from the top down, as well as business and technology alignment. In many 
cases, firms want to minimise risk of failure by picking small or experimental projects to 
dip their toes with. While this is safe to do, it can slow cloud adoption and may result in 
improper prioritisation of workloads that are ripe for migration to the cloud. Firms are 
recognising that their mission-critical solutions need to be able to migrate seamlessly to 
the cloud, their strategy must enable this optionality. 

Realising this strategy takes time as firms develop skills, capabilities and make the cultural 
and organisational shifts to become more agile. These changes don’t occur overnight and 
should be firmly embedded in leadership’s long-term plans.
 

Key concerns for cloud adoption and 
strategies to overcome them

https://www2.calypso.com/Insights/In-The-News/Cloud-in-Capital-Markets-Calypso-Bobsguide-Survey-Results
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Adoption of cloud strategy as integral is evident by looking at the workloads that 
customers have running on cloud. 4-5 years ago capital markets firms would focus 
on cloud applications in dev environments or for very compute-intensive processes, 
where running on prem would have been prohibitively expensive.

However, today the same firms emphasize the importance of having mission-critical 
workloads such as trading and risk - run on cloud.
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Business-not-IT-centric organisation - The cloud allows financial institutions 
to innovate faster because they can focus their highly valuable IT resources 
on developing applications that differentiate their business and transform 
customer experiences instead of the undifferentiated heavy lifting of managing 
infrastructure and data centres.

Scale with Business Needs - Capital markets firms are continually placing focus 
on the ability to scale with business needs as regulatory change remains a key 
driver in the industry.

Best in Class Security – Firms look to establish a security first focus by leveraging 
AWS’ investment in cloud security infrastructure as well as implementing the 
shared responsibility model. 

Operational Efficiency – Operating on a monthly update cadence, investing 
substantially in migrating to an agile development methodology, allows 
technology providers such as Calypso to provide financial institutions new 
business functionality, regulatory compliance and security updates with much 
greater speed. 

Cloud migration is not an overnight journey. Even for those minority of financial 
services firms have not yet integrated cloud into their strategy starting now is 
important to be prepared for the future. Calypso has spent nearly a decade on 
this journey, training engineers in cloud technologies, developing architectural 
& security standards, investing in UX design, dev-ops automation, managed 
services, and agile transformation. Collaborating with AWS, Calypso is able to 
provide the benefit of these investments and best practices to their customers in 
the financial markets.

Outcomes for capital markets firms
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CLOUD COMPUTING WITH AWS

AWS is the world’s most comprehensive and broadly adopted cloud platform, 
offering over 165 fully featured services from data centres globally. Millions of 
customers — including the fastest-growing startups, largest enterprises, and 
leading government agencies — trust AWS to power their infrastructure, become 
more agile, and lower costs.
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